Securing Your Integrated System---
In 2000, several high profile security scares illustrated the possibility of an individual to log onto an e-business web site and gain unauthorized access to confidential data and applications at the back end.  Security is a particular challenge for integrated e-business systems that link multiple applications because such systems open many potential points of entry.  Integration systems must ensure tightly monitored flows of transactions and data between the front-end web site and back-office.

Many challenges accompany securing integrated applications. Internet security is often linked to public key infrastructure (PKI). PKI authenticates and authorizes users, ensuring that people accessing an application are who they say they are and allowing them to do only what they are allowed to do.  PKI will authenticate and control user access to the front-end application, but its capabilities do not extend to the connection between the front-end application and the back-end systems.  Additional security is required.  

Three additional impersonation techniques are available for ensuring a complete security solution for integrated applications: 

·
Credential passthrough

·
Stored Passwords

·
Role-Based Security

An additional technique is sandboxing.  Sandboxing works by creating an individual channel of communication that takes each user to the data and applications they are allowed to access.

Therefore, in order for a security system to be complete, it should secure all potential points of entry using technologies such as PKI, secure impersonation and sandboxing.  
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Actional offers the industry's first, and only, high-performance, direct-connect integration platform designed to link e-Business applications with ERP, legacy and middleware environments.

Actional Control Brokers (ACBs) are built for interaction-based IT connectivity (people to system) vs. process automation (system to system), and as such are complementary to conventional EAI solutions. ACBs introduce no added latency to each request/reply round trip, providing an order of magnitude improvement in performance and response time over any other solution available today. 

Based on open standards, the Actional product suite leverages/augments existing internal IT systems - including CRM, eCommerce, ERP, legacy, mainframe, middleware and EAI infrastructure. With the broadest and most diverse system support of any vendor --spanning messaging, transaction, mainframe and component technologies -- ACBs represent an easy-to-deploy, easy-to-use integration product suite that has customers up and running in days or weeks, instead of months.

Actional is the market leader in direct-connect integration architectures. The company’s customers include leaders in the Global 2001, across financial services, communications, utilities, manufacturing and travel. Actional products are also licensed by leading EAI vendors, platform partners and e-Business application developers. Actional is backed by NeoCarta Ventures, New Enterprise Associates, International Capital Partners. More information about the company can be found at www.actional.com <http://www.actional.com>.

