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Å15 years in database engine development
ïLead architect on IBM DB2
ïArchitect on SQL Server

ÅLed variety of core engine teams including SQL client, SQL compiler, 
optimizer, XML, full text search, execution engine, protocols, etc.

ÅLed the Exchange Hosted Services Team
ïEmail anti-spam, anti-virus, and archiving for 2.2m seats 

with $27m revenue
ï~700 servers in 10 data centers world-wide

ÅArchitect on Windows Live Platform Services 
ÅCurrently Data Center Futures Architect
ÅAutomation & redundancy is only way to:
ïReduce costs
ï Improve rate of innovation
ïReduce operational failures and downtime

Background & Biases
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Agenda
ÅMotivation & Overview

ÅRecovery-Oriented Computing 

ÅOverall Application Design

ÅOperational Issues

ÅSummary
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Contributors: Search, Mail, Exchange Hosted Services, Live Collaboration Server,  Contacts & Storage, 
Spaces, Xbox Live, Rackable Systems, Messenger, WinLiveOperations, & MS.com Ops
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ÅSystem-to-admin ratio indicator of admin costs
ïTracking total ops costs often gamed
ÅOutsourcing halves ops costs without addressing real issues

ïInefficient properties: <10:1

ïEnterprise: 150:1

ïBest services: over 2,000:1

Å80% of ops issues from design and development
ïPoorly written applications are difficult to automate

ÅFocus on reducing ops costs during design & 
development

Motivation
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What Does Operations do?
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Å 51% is deployment & incident management (known resolution)

Å Teams: Messenger, Contacts and Storage& business unit IT services 

Architectural 
Engineering Total

8%

Deployment 
Management 

Total
31%

Incident 
Management 

Total
20%

Problem 
Engineering Total

10%

Overhead Total
11%

Requests Total
6%

Software 
Development 

Total
7%

Site Management 
Total
7%

Source: Deepak Patil, Global 
Foundation Services (8/14/2006)
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ROC Design Pattern

ÅRecover-oriented computing (ROC)
ïAssume software & hardware will fail frequently & unpredictably

ÅHeavily instrument applications to detect failures

App
Bohr Bug Bohr bug: Repeatable functional 

software issue (functional bugs); 
should be rare in production
Heisenbug:Software issue that only 
occurs in unusual cross-request 
timing issues or the pattern of long 
sequences of independent 
operations; some found only in 
production

Urgent 
Alert

Heisenbug

Reboot
Failure

Restart

Re-image
Failure

Replace
Failure

Machine out of rotation and power down

Set LCD/LED to "needs service"
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